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OBJECTIVES OF STUDY

* Establish status on availability, access and usage, affordability and
satisfaction of IT infrastructure, equipment and services among
government MDAs, Local Governments, as well as citizens

* Determine level of awareness and satisfaction of IT services among
citizens

* Collect data for international benchmarking and for tracking progress
towards achieving set development targets e.g. SDGs, WSIS targets

* Identify existing gaps on access and usage of IT systems, applications,
infrastructure and services in Uganda and propose policy
recommendations to address them

STUDY METHODOLOGY

* Used mixture of qualitative and quantitative approaches to
facilitate triangulation of findings and help enrich outcomes

* Desk research to review a variety of literature and datasets in
order to extract key issues relating to IT access and usage

* Key informant interviews and focus group discussions with
selected stakeholders

* Survey designed to collect data from MDAs, Local Governments
and citizens across the country
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DESK RESEARCH

* Reviewed existing policy, regulatory and institutional
framework to determine how this supports or hinders access
and use of ICT by both government and citizens

* Benchmarked Uganda’s performance on global ICT indices to
a selection of neighbouring or similar countries

* Reviewed existing similar studies to establish issues and
challenges related to access, perception and use of ICT

* All this informed downstream activities like the design of
research instruments
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E-PARTICIPATION INDEX

e-Participation performance for a selection of countries 2010-2016
* In 2016,

91/193
* In 2014, 154
* In 2012, 109

* In 2010, 117
I I * Still lags behind
compared to
A a1 sl .= P

Kenya Ghana South Africa Uganda United Republic h er pee rs

of Tanzania

H2010 ®=2012 m2014 = 2016
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SURVEY DESIGN

* Survey was designed to be nationally representative

* Designed to provide estimates for the whole country as well as for
urban and rural areas

* Sample frame was the 2014 list of enumeration areas from the
National Population & Housing Census

* Three questionnaires targeting MDAs, Local Governments as well as
households and individuals

* Two-stage stratified sampling design for households and individuals

Domains
Tabulation Groups
Sampling
Oversampling
Clustering

None response
Sample frame
Method
Timelines

Target sample size

Actual sample size

SURVEY OVERVIEW

1 = National
National level National level Urban, Rural

Stratified, multi-stage random sampling

N/A Urban 60%, Rural 40%
N/A Enumeration Areas (EA) National Census
No replacement No replacement Random substitution
All MDAs Census sample from UBOS

Interviews on android tablets using ODK Collect
Data collected between October and December 2017
109 33 2,400
77 28 2,748
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SURVEY ORGANISATION
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FINDINGS FROM MINISTRIES,
DEPARTMENTS AND
AGENCIES (MDAS)

What type of institution is your MDA?

Ministry
24.7%

Agency

52.0%
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|CT Workforce

Percentage of ICT Employees across Percentage of ICT employees across
MDAs MDAs by gender

2.3%

1.9%
1.7%

Female Male Total

Qualifications of ICT staff

B Bachelor's Degree
Masters Degree
B Ordinary Diploma

W Certificate

B Higher Diploma

B Ph.D Degree
Other

B Post Graduate Diploma
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|CT staff specialisations

In terms of specialisation, how many ICT personnel were in the following
categories as at June 30 2017?

Network/servers/computer system administrators

19.8%

Computer/technical support (help desk) 16.0%

Database administrators

9.6%

Network/IT infrastructure managers

8.1%

Software engineers/developers or computer programmers (exclude website,
mobile & social media)

5.7%

5.0%

Business/systems analysts

Data analysts/Data scientists

4.9%

IT Manager/Director

&
)
X

4.4%

IT service managers/IT project managers

Degree of outsourcing with MDAs

End-user support  [y/ZiNi1}/4 %
Management of end-user computers and devices N¥:#:574
Management of institutional systems Jo{s3¥:574

Security monitoring of ICT infrastructure Jo¥s3¥:374

Management of servers Y/ N4

Project management of ICT procurements /W74

i ﬁﬂw

ICT strategy development Fel:Ni}74 5.2%
M Only internal staff Mainly internal staff 1 Largely equal distribution
H Mainly external suppliers m Only external suppliers Don’t know
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% of MDAs that offer ICT training to staff

Does your institution offer internal ICT Does your Institution own a dedicated
training programs to employees in the use training lab/space where you conduct ICT
of different applications? training?

Yes
26.1%

Benefits of cloud computing among MDAs

What do you consider as some of the benefits from using cloud computing
services? (multiple-select, ranked)

Reduction of ICT related costs

86.4%

77.3%

Increased productivity

77.3%

Simplicity of (easy and quick) deployment of cloud-based solutions

68.2%

Flexibility in up- or down-scaling services
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Software in MDAs

Which of the following types of software applications are used within your

Institution? (officially supported by the MDA)
100.0%

Office suite (word, spreadsheet, presentation)

Anti-virus software

98.7%

Email server software

83.1%

Database software

80.5%

35.1%

Enterprise Resource Planning (ERP) software

26.0%

Data Analytics

15.6%

Customer Relationship Management (CRM) software

Awareness of IT security & disaster recovery

Did your MDA conduct any IT security Did your MDA conduct any emergency
awareness sessions for employees during last testing/training exercise for disaster
year (FY2016/17)? recovery/business continuity during last year
(FY2016/17)?

N
° 42.9%

57.1
% \'[o)

90.9%
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Core activities for which MDAs use Internet

What are those core activities for which your MDA requires the use of the internet?

Communication

100.0%

69.3%

Research and analysis

37.3%

Using online applications for work processes

Processing payments/billing systems

32.0%

Providing services to customers

22.7%

Monitoring MDA services

10.7%

MDA user experience with Internet

Cost of buying bandwidth from the various providers at my institution 68.8%
Reliability of the Internet connection at my institution 97.4%
Speed of the internet connection(s) at my institution 87.0%

Customer support/service offered to my institution when we report faults 89,6%

Overall quality of Internet service offered to my institution 94.8%

H Positive W Not sure to negative
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Usage of computers and the Internet

% of all persons employed in Local Governments routinely using:

1.7%

Female

3.6%

Male

3.1%

Total

3.3%

H the Interent ® Computers

Ownership of IT channels

% of MDAs with:

Institutional blog 10.4%
An Intranet 43.6%
IT Service/Help Desk 81.8%
Local Area Network 96.1%
Institutional Website 100%

3/7/2018
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Frequency of MDA website update

How frequently is your institutional website updated?

Once in a while (randomly) - 5.2%
At least once every 3 months (but not monthly) - 7.8%

At least once a month (but not weekly)

23.4%

39.0%

At least once a week (but not everyday)

24.7%

Daily or almost everyday

MDA website compliance with e-government
regulations

88.9%

National Court of Arms & Logo of the Body

79.8%

Social Media Integration

75.8%

Dynamic data (news section)

73.7%

Vision, Mission, Mandate & Goal

63.6%

Updated website

3/7/2018
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MDAs and social media

Which social network(s) is your institution signed up for?

Facebook
Twitter
WhatsApp

other [ 10.2%

Google+

Instagram
Linkedin
Flickr

Pinterest

Computing device penetration in MDAs

.
= 100% 49.4«

22.1%
Of all MDAs owned at least one Of all MDAs owned at least one [ 0

desktop computer and one mobile phone and/or Personal
laptop computer Digital Assistant (PDA) Of all MDAs owned Video
conferencing equipment
92.2% 1B 37.74
E ° 0 o/ e 0
Of all MDAs owned at least one Of all MDAs owned at least one
server computer VOIP phone

3/7/2018
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Number and % of MDA computers by age

How many [computers] fall within the following age brackets?

7,000

6,000

5,000

4,000

3,000

2,000 .

s 000 -

20.0% 29.0% 30.7% 12.3% 8.0%

Oto 1year old 1to 3 years old 3to 5 years old 5to 7 years old above 7 years old

MDA usage of computers and the Internet

% of MDA employees routinely using computers and the Internet:

36.0%
Female
58.1%
18.0%
Male
29.9%
22.5%
Total
37.0%

H the Interent B Computers
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Methods MDAs use to provide staff Internet

Methods used to provide employee Internet for work-related purposes?
(multiple-select)

93.5%
76.6% 77.7%
49.4% 50.0%
12.4%
Institution-owned USB modem wireless networks wired networks
H Proportion of MDAs using method Proportion of Staff using method

MDA provision and use of institutional email

62.9%

Of these, enforced requirement of
employees using institutional email
for official purposes

Of these, required employees to
use institutional email for official
purposes

Proportion of MDAs that provided
institutional email to employees

3/7/2018
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Obstacles to wider MDA use of the Internet

In your opinion, what are the potential obstacles to a wider use of the Internet
within your institution for work purposes?

60.6%

Insufficient resources/cost of Internet is too high

Insufficient Internet bandwidth

54.5%
33.3%

Lack of knowledge/skills among staff

Lack of computing devices/equipment

Provider slow to respond to queries/poor customer service - 12. 1%
Lack of adequate staff - 9.1%
Security and privacy issues - 6.1%

27.3%

E-government services

Does your Institution have Does your Institution offer Does your Institution have
any web-based applications? any services using SMS? a mobile application for
any of its services?

Yes
(\'[o} Yes 19.5%

Yes
13.0%

49.4% | 50.7% No

\'[o)
80.5%

87.0%

3/7/2018
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Databases and Open data

Does your Institution maintain any Does your Institution release any data
database for public data/information? to the public as open data?

V(=
No 40.3%
59.7%

No Yes

48.1% = 52.0%

MDAs use different open data file formats

In what formats does your Institution release open data? (multiple-select, ranked)

PDF File

Web pages

Excel Spreadsheet

CSV - Comma Separated Values

KML - Keyhole Markup Language (geodata)

XML - eXtensible Markup Language

Other I 3.3%

0.0%

3/7/2018
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Internal challenges MDAs face in implementing
e-government initiatives

(multiple-select, ranked)

Lack of investment and budgetary constraints

71.4%

Higher ICT costs than expected

55.8%

Lack of Trust in ICT (e.g. security and privacy issues)

42.9%

Internal resistance to use of ICT

29.9%

Lack of top management involvement

29.9%

Lack of in-house technical expertise

26.0%

Difficulty in integrating existing (manual/automated) systems with
electronic administration

26.0%

Employees lack required skills to use ICT

22.1%

External challenges MDAs face in
implementing e-government initiatives

(multiple-select, ranked)

Lack of funding

75.3%

Lack of supporting infrastructure

42.9%

Lack of common data exchange standards amongst MDAs

36.4%

Relationship with other institutions

27.3%

Government legislation and regulations

24.7%

Demand/Supply mis-match (e.g. citizens prefer personal contact)

22.1%

Lack of appropriate delivery channels

18.2%

Lack of political will

13.0%

3/7/2018
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Types of software licenses across MDAs

Which of these types of software licenses does your institution have?

Subscription or rental licenses

Per copy, by workstation/seat/device

55.8%

Open source licenses

53.3%

Perpetual licenses

52.0%

Concurrent usage

39.0%

Enterprise or site

31.2%

Per server speed or per processor

28.6%

Pirated licenses

24.3%

Temporary licenses

19.5%

64.9%

MDA challenges in implementing National IT
Standards on Software and Hardware Acquisition

Which of the following challenges is your institution facing in implementing the
National IT Standards on Software and Hardware Acquisition for government?

Lack of investment and budgetary constraints

Lack of sufficient number of staff 28.6%
Lack of top management involvement 28.6%
Lack of qualified software and hardware suppliers 19, 1%

Employees lack required expertise (need up-skilling)

17.5%

Other

7.9%

.6%

3/7/2018
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ICT training for MDA staff

L] 59.7%

Of all MDAs, offer internal ICT training programs
to employees in the use of different applications

0  26.1%

Of MDAs that offer internal staff training, own a
dedicated training lab/space where to conduct
ICT training?

O 4294

Of all MDAs, conducted any IT security
awareness sessions for employees during
FY2016/17

e

= 9.1%

Of all MDAs, conducted any emergency testing/
training exercise for disaster recovery/business

continuity during last year FY2016/17

Type of ICT training offered by MDAs

What types of ICT training programs does your institution offer to employees?

Use of proprietary institutional systems

Use of office productivity suites (e.g. Word, Excel and PowerPoint)

Use of operating systems

Basic typing and data entry skills

Other

64.3%

42.9%

35.7%

7.1%

78.6%

3/7/2018
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Cloud computing services bought by MDAs

Does your institution buy any of the following cloud computing services used
over the internet? (multiple-select, ranked)

72.7%

E-mail

31.8%

Storage

Software as a service

31.8%

27.3%

Infrastructure as a service

18.2%

Backup as a service

Platform as a service

13.6%

Barriers to MDA use of cloud-computing

What factors prevent or limit your institution from using cloud computing
services? (multiple-select, top 7, ranked)

8%

Risk of a security breach

40.3%

High cost of buying cloud computing services

36.4%

Uncertainty about the location of the data

Uncertainty about applicable law, jurisdiction, dispute resolution
mechanisms

27.3%

Difficulties in unsubscribing or changing service provider (including
concerns with data portability)

22.1%

20.8%

Lack of cloud-related expertise in our institution

11.7%

Problems accessing data or software

3/7/2018
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Proportion of MDAs aware of Cyber laws

If Yes, Please state any cyber laws that you are aware of

Computer Misuse Act, 2011 90.6%
Electronic Transactions Act, 2011 70.3%
Electronic Signatures, Act 2011 67.2%

Can'tstate any law | 9,4%
Proportion of MDAs aware of any

Ugandan laws that govern electronic
communications and transactions

MDA security incidents in FY 2016/17

49.4%

Failure to connect to the internet or other external networks

Virus or other computer infection resulting in loss of information or
working hours

42.9%

23.4%

Institutional ICT equipment was lost

22.1%

Phishing or pharming scam with a potential for financial loss

22.1%

Improper use of IT

14.3%

Loss of data because there were no backups

Unauthorised access to institutional computer systems or data

B 5.5
| B
| EEG

Attack of the type ‘denial of service’

Unauthorised leakage or sharing of institutional information sent on
the Internet and/or other privacy violations

3/7/2018
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% of MDAs that reported cyber crimes

Who did you report the cybercrime to?

Uganda Police (or other law enforcement agency)

NITA-U

42.9%

32.1%

Institutional Internet Service Provider

Other

14.3%

CERT.ug or UgCERT

3.6%

10.7%

Institutional Financial services provider (e.g. bank)

Conduct regular vulnerability assessments to identify potential weaknesses in

IT security measures implemented by MDAs

Which of these ICT security efforts have you implemented in your institution? (top 10)

Institutional subscription to anti-virus software
Regular full backups of critical institutional data
Institutional firewall

Spam filters

Routinely patch ICT systems, security enforcing products and applications
against known vulnerabilities

Technical efforts for protection/transmission of sensitive data

all ICT resources
Discourage use of privately owned devices to process, store or remotely
access critical infrastructure, apps and data

Network intrusion detection system _ 52.0%
Network intrusion protection system _ 50.7%

3/7/2018
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FINDINGS FROM LOCAL GOVERNMENTS

Overview of Local Governments

Proportion of Local Governments with: (ranked)

Institutional Website

Internet Access

69.0%

IT Service/Help Desk 60.0%

A Local Area Network (LAN)

43.3%

An Intranet

24.1%

Institutional Email

20.0%

3/7/2018
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% of computers by age across LGAs

How man [c%mputers] fall within the following age brackets?
0

25.7%

0 to 1 yearold 1 to 3 years old 3 to 5 years old 5to 7 years old above 7 years old

17.4%

11.8%
7.7%

Computer and Internet use, LGAs vs. MDAs

Proportion of persons employed, routinely using:

1.7%
the Internet
22.5%
3.3%
Computers
37.0%

HLGs ®m MDAs

3/7/2018
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Reasons why LGAs don’t have Internet access

Why does your Local Government not have Internet Access?

Cost of Internet equipment is too high

100.0%

Cost of Internet service is too high

88.9%

We access Internet elsewhere: e.g. Internet cafe

66.7%

Service not available or poor connections in our area

33.3%

Lack of expertise at my Local Government

22.2%

Local Government has Privacy or security concerns

22.2%

How do LGA connect to the Internet?

What type of internet access/connection does your Local Government
have to your Internet Service Provider(s)? (multiple-select, ranked)

Fixed Broadband — Wireless Access Points _ 42.9%
Fixed Broadband — Fibre Cable _ 33.3%
Narrowband (Dial Up / ISDN) _ 23.8%
Fixed Broadband — Copper - 14.3%
Fixed Broadband — Satellite - 14.3%

3/7/2018
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How do LGAs provide Internet to staff?

Methods used to provide internet for work-related purposes?

71.4%

(Multiple-select)

57.1%

45.5%

42.9%

33.6%
16.6%

wireless networks wired networks Institution-owned USB modem

M Proportion of LGAs using method Proportion of Staff using method

Obstacles to wider Internet use by LGAs

In your opinion, what are the potential obstacles to a wider use of the
Internet within your Local Government for work purposes?

Insufficient resources/cost of Internet is too high

50.0%

Lack of knowledge/skills among staff

Lack of computing devices/equipment

40.0%

35.0%

Network coverage/poor connectivity

Power issues - 10.0%

.0%

3/7/2018
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Perceptions on Internet service, LGAs vs. MDAs

42.9%

Overall quality of Internet service offered to my institution
94.8%

42.9%

Customer support/service offered to my institution when we report faults
89.6%
33.3%
Speed of the internet ion(s) at my instituti
87.0%

33.3%

Reliability of the Internet connection at my institution

97.4%
19.1%

Cost of buying bandwidth from the various providers at my institution

68.8%

B LGs ® MDAs

LGAs and social media

Which social network(s) is your Local Government signed up for?
(multiple-select, ranked)

coogier [N 29,49
L 1.8%
Linkedin - 5.9%

Instagram

3/7/2018
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Software in LGAs

Which of the following types of software applications are used within
your Local Government (officially supported)? (ranked)

Anti-virus software

Database software

Email server software

Data Analytics

Enterprise Resource Planning (ERP) software

Customer Relationship Management (CRM) software

Proportion of LGAs aware of cyber laws

If Yes, Please state any cyber laws that you are aware of

Computer Misuse Act, 2011

Electronic Transactions Act, 2011

Electronic Signatures, Act 2011

Can’t state any law
Proportion of LGAs aware of any

Ugandan laws that govern electronic
communications and transactions

38.5%

23.1%

23.1%

38.5%

3/7/2018
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LGA awareness of cyber offences created by
Computer Misuse Act

If so, please list any two offences that you are aware of

Unauthorised access, such as hacking

0.0%

Malicious and offensive communications

40.0%

Disclosing private sexual images without consent

40.0%

Electronic fraud

20.0%

Cyber stalking and harassment

20.0%

LGA security incidents in FY 2016/17

Which of these ICT security incidents did your Local Government experience
during the last financial year (2016/17)(top 7)

Virus or other computer infection resulting in loss of information or working hours _1,9%
Failure to connect to the internet or other external networks _ 52_4%
Institutional ICT equipment was lost _ 33.3%
Loss of data because there were no backups _ 23,8%
Phishing or pharming scam with a potential for financial loss _ 19_1%
Improper use of IT _ 19.1%

Financial loss due to fraudulent use of institutional payment tools or credentials - 14_3%

3/7/2018
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Proportion of LGAs aware of cyber laws

% of LGs that experienced a security
incident during last FY 2016/17

L

Who did you report the cybercrime to?
(multiple-select, ranked)

Uganda Police (or other law enforcement agency) _

Institutional Internet Service Provider

Other

Of these, had reported any
cybercrime(s) to anybody?

IT security measures implemented by LGAs

Which of these ICT security efforts have you implemented in your LGA?
(top 8)

Regular full backups of critical institutional data
Institutional subscription to anti-virus software

Technical efforts for protection/transmission of sensitive data

Conduct regular vulnerability assessments to identify potential
weaknesses in all ICT resources

Keeping backups off-site/off-site data backup

Spam filters

Discourage use of privately owned devices to process, store or
remotely access critical infrastructure, apps and data

Institutional firewall

3/7/2018
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Cloud computing services in LGAs

Does your Local Government buy any of the following cloud computing
services used over the internet? (multiple-select, ranked)

E-mail

6%

6%

Storage
Software as a service

14.3%

Infrastructure as a service

14.3%

Backup as a service

14.3%

Cloud computing barriers amongst LGAs

What factors prevent or limit your Local Government from using cloud
computing services? (multiple-select, ranked)

Lack of cloud-related expertise in our institution _ 60.0%
Problems accessing data or software _ 23_3%
Risk of a security breach - 20.0%
Uncertainty about applicable law, jurisdiction, dispute resolution o,
mechanisms 16'7A)

Uncertainty about the location of the data - 13.3%

3/7/2018
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HOUSEHOLDS AND INDIVIDUALS

Household IT assets by location

I 65.3%

Radio 67.5%

S e8%
I 21.8%
v

33.3%
o 1a0%
I 17.3%

Pay TV 28.3%

B1s%
Working Laptop | 3.9%
|0.4%
P15%
Working Tablet (or similar handheld device) |3.1%
|0.4%
f13%
Working Desktop Computers  2.7%
|0.4%

H All households Urban mRural

3/7/2018
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% of households with a computer

Household ownership and access to computers

5.9%

X
o D
X .0/
0
3 X N X
P n I
(] (o] (o))
Household with a computer at home Member owns a computer at home Member has access to computer at home

o All households Rural ®Urban

% of households with Internet access

Does any member of this household have access to the Internet at
home regardless of whether it is used?

Rural

= 16.8%

All households [N {74

mYes " No

3/7/2018

34



3/7/2018

% of households with members using the
Internet at home

99.1%

8 5 - 8% — Of these, reported having members
that used their mobile phones to
access the Internet at home

Of these, reported having G 8%

household members that
use the Internet at home

Proportion of Households
with Internet access Of these, reported having members

below 15 using the Internet at home

Factors preventing households from having
internet connection

What is the main reason why the household does not have a working
Internet Connection? (top 6)

Lack of confidence, knowledge or skills to use the Internet _4.8%
Do not need the Internet - 14.4%
Cost of Internet equipment is too high - 8.3%

Service not available or poor connections in our area - 6_6%
Cost of Internet service is too high . 5,2%

Have access to Internet elsewhere I 0.9%
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Individual access and use of ICT services

Used a mobile in last 3 months 84.2%
Owned a radio 83.4%
Listened to radio 77.7%

70.9%

Owned a mobile phone

Watched TV

41.3%

Used mobile money

20.4%

Used the Internet in last 12 months - 12.1%

Used a computer in last 12 months - 7.2%

Trends in individual mobile phone ownership

Do you own a mobile phone?

78.5% 81.6%

H N

77.9%
61.6%

All individuals Rural Urban Female Male
m NITA (2017/18) = UCC (2014/15)

44.4%

3/7/2018

36



Do you share your mobile phone with others?

All individuals 8.

64.2%

~ Bl
Rural (Yo :074 9.2% -

L= 70.2% 8.2% -
(VEINN 58 6% 11.2% -
=]

ZEIN 69.4%

H No = Yes, Daily HYes, Once a week M Yes, Several times a week i Yes, Several times a month © Yes, Occasionally

Young individuals own higher proportion of
smart phones

Is your mobile phone a SMART phone?

72.1% 77.1% 92.7% 93.9% 94.1% 91.7% 95.8%

[v) 0,
28.0% 22.9% ihdtel Eemdes bBeaetes ebdbll it
15-24 25-34 35-44 45-54 55-64 65-74 75+

mYes = No
The survey defined a smartphone as a mobile phone that performs many of the functions of a

computer, typically having a touchscreen interface, Internet access, and an operating system
capable of running downloaded applications

3/7/2018
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How many active SIM cards do you have?

All individuals

55.3%

Rural [5Yi 8074 33.0%

Urban [iViRY74 49.3%

Male R¥A/A 39.1%

Female [CY{sW:$/3

u1SIM 2 SIMs 3SIMs ® 4+ SIMs

40.3%

41.4%

Individual satisfaction with current mobile
phone provider by location and gender

How satisfied are you with the service from your current mobile phone
service provider(s)?

80.6% .
. 75.2%
69.3%
60.2% 62.9%
o
% X

) ] o e <

S M e S e m X N X

o~ ° o o N g o

o — - o - ~N o
All individuals Rural Urban Male Female
M Very satisfied or Satisfied Not sure to Very dissatisfied H Don’t know

3/7/2018
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Individuals that do not own a mobile phone

Why don't you have a mobile phone?

et [ 8.9%
No electricity at home to charge the mobile phone _ 36.6%
My phone is broken - 16.7%

No mobile coverage where | live . 8.0%
My phone got stolen . 7.3%
I don't have anyone to call . 5.1%

% of individuals that have used the Internet in
last 12 months by location and gender

Have you used the Internet from any location in the last twelve (12) months?

Allindividuals [l 2% 74 87.9%

Rural [y D7 92.9%

SLZU 19.5% 80.6%

Female [:RCY4 90.5%

LCIN 15.8% 84.2%

EYes " No
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% of individuals that have used the Internet in
last 12 months by age range

Have you used the Internet from any location in the last twelve (12) months?

77.7% 83.6% 92.3% 96.7% 97.4% 98.5% 97.3%
15-24 25-34 35-44 45-54 55-64 65-74 75+
Yes = No

Locations from which individuals access the
Internet

From which locations have you used the Internet?
(multiple-select, ranked)

seyron | = ¢ 1%
At another person’s home (friend, relative or neighbour) _ 40.7%
On the move, via a mobile cellular telephone _ 30.2%
At my Workplace (but not home) _ 29.2%
At Commercial internet access facility - 18,9%
At School or education facility - 15,9%

At Community Internet access facility - 8.1%
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Devices that individuals use to access the
Internet

Which of the following devices have you used to access the Internet in
the past 12 months? (multiple-select, ranked)

Mobile phone via mobile cellular network _%
Desktop Computer - 27.9%

T 20.6%

U 144%

Mobile phone via other wireless networks? (e.g. Wi-Fi)

Portable Computer (laptop, notebook, netbook) via the mobile cellular
network?

Portable Computer (laptop, notebook, netbook) via other wireless
networks?

Tablet via the mobile cellular network

Tablet via other wireless networks

Activities that individuals use the Internet for

For which activities did you use the Internet for private purposes in the last twelve
(12) months from any location? (multiple select, ranked by Never)

Social networking or video-sharing websites (Facebook, Twitter, LinkedIn,
Pinterest, Google+)?
Instant messaging or accessing chat sites, newsgroups or online discussions
(e.g. WhatsApp)
Downloading movies, images, music, watching TV or video, or listening to
radio or music

Reading or downloading online newspapers or magazines, electronic books

Sending or receiving email

Seeking health information (on disease, injury, services)

Playing or downloading video games or computer games

Getting information about goods or services

m Never M Occasionally Weekly m Daily
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Barriers that limit individual Internet use

What limits your use of the Internet? (ranked, top 8)

—P
Lack of network/connectivity options in my area _ 41.4%
Difficulty to set or change parameters for Internet access (e.g. switch 37 7‘y
to WI-FI, activate location aware applications or activate internet... /70
No interesting content for me _ 32.2%
Inconvenience of using small screen or entering text on handheld
0,
device 30'2A'
Few people to communicate with via the Internet _ 25.9%
Lack of local language content _ 24.7%

Non Internet users

What are the reasons why you do not use the internet? (ranked, top 8)

Do not know how to use it (lack of knowledge or skills)

Don’t know what Internet is

Do not need the Internet (not useful, not interesting, lack of local
content)

Cost of Internet service is too high (service charges, etc.)
Cost of internet equipment or devices too high

Privacy or security concerns

Internet service is not available or is poor in my area

Cultural reasons
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Individual interaction with MDAs, awareness
and use of e-government services

Of these, were aware of any
government or public service
‘ available online

Of these, had used any online
service for non-work related
purposes

of all individuals had interacted
with any MDA in the last 12
months

E-government services that individuals use

Which of the following e-government/public service(s) have you used in
the past 12 months for none-work related matters? (ranked, top 7)

Mobile Payment for utility bills (water/electricity) _2.6%
Registration for TIN _ 49.0%
Online payment for taxes _ 35.4%
UNEB e-Services (Exams registration status, results and Time tables) _ 33.5%
Know your UNEB Examinations results _ 33.5%
NSSF eStatement _ 28.8%
Business Name Search and reservation _ 28.6%
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Barriers to individual e-government users

What is the biggest frustration you face in accessing government
services? (ranked)

Too much paper work _ 8.7%
Information getting lost - 6.0%
Keeping track of my request - 4.9%

Potential sectors for new e-gov services

In which sector do you face the most frustration when trying to access
services? (ranked)

veare. | 47.8%
B 10.2%

B s.9%

Justice, Law & Order - 6.8%

Other l 1.9%

Education

Agriculture

Works & Transport
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Digital health information individuals want by
location

Which of the following HEALTH information services do you recommend

%_ to be put online first? (ranked)
<
49.4% =
o X
A o X
0 ~ (]
@ 17.3% 14.2%, 3 11.8%% « 2
Bl nE el o
(o] o0 <
. mm B - e
Nearest health Antenatal Care and Other HIV Counselling Child nutrition &
facility Family Planning immunization
H All individuals Urban mRural
Individual e-commerce users
In East Africa, Don’trecall, Other parts of
- i 0.5% 1.2% - Africa, 1.5%

=1.7%

Of all Individuals, have ever
made an online order or
purchase

X 0.3%

Of all individuals, have ever sold

anything online Where is th
ost often?
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What types of goods and services did you
purchase over the Internet?

(multiple-select, top 8, ranked)

Clothing, footwear, sporting goods or accessories _ 48.7%
Cars/Automobiles, spare parts and accessories _ 25.5%
Travel products (travel tickets, accommodation, vehicle hire etc.) _ 25.0%
Computer or video games? _ 24.0%
Music products _ 21.6%
Books, magazines or newspapers? _ 18.2%
ICT services (excluding software) - 13.2%
Computer equipment or parts (including peripherals)? - 12,5%

Payment methods used by individuals using e-
commerce

How do you pay for the goods you buy online?

61.2%

22.2%

| ]
Mobile money Paid cash on pickup Debit card Credit card Electronics Funds
or delivery Transfer (EFT)

6.7% 3.7% 3.5%

m All individuals
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What challenges have you encountered when
buying goods or services online?

Deliveries arrived late, beyond promised time 41.8%
Good looked different on arrival, not what | expected 25.1%
Goods did not arrive at all 6.6%
Was overcharged or incurred additional or unexpected fee 6_4%
Goods arrived faulty or damaged 4.0%

Non e-commerce users

What are the reasons why you do not purchase goods/services online?

70.6%

Prefer to shop in person; physical interaction with goods/seller

Lack of awareness

45.6%

64.4%

Not interested

Trust concerns

38.4%

Privacy concerns

33.5%

Security of payment details

29.2%
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E-payments among individuals

_| " 'l_ Have you ever sent/transferred money using any

electronic methods? (by age)
— 62.1%

Of all Individuals, had sent or
transferred money using an
electronic method

7 94.3%

o [\ 0 [V
Of those that used electronic 51.1% 63.5% 79.2% 68.7%
metljods, used mobile phone-to- 15-24 25-34 35-24 45-51 5564
mobile phone as the channel to

send/transfer money mYes mNo

Individual purchase of goods and services
using electronic payments

What do you pay for/receive using electronic payment methods?
(multiple-select, top 8, ranked)

Airtime top up or phone bill payments _ 46.6%

Utilities (Umeme, national water, etc.) - 12_6%
Pay TV (DSTv, Azam, StarTimes, GoTV, Zuku, etc.) - 11.4%
School fees Payments - 9.3%
Salary payments l 4.2%

Purchases at Point of Sale (e.g. at supermarket or petrol station) I 3_3%

Transport payments (Uber, taxi, etc.) I 3.2%
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User experience with e-payment methods

How important are the following attributes to you when selecting an electronic
payment method? (ranked)

85.2% 84.6% o
81.7% 77.4%
22.6%
Ease of use Safety Speed Avoiding additional costs
applied to a use of specific
method

H Very important or Important H Not sure to Very unimportant

3/7/2018

Individual challenges when using e-payments

What are some of the challenges that you have encountered in using
electronic payments? (multiple-select, ranked)

High cost of transactions _ 49.6%
Agents lack sufficient funds to pay out _ 46.8%
Delayed completion of transaction _ 36,0%
Sending money to the wrong recipient _ 16.6%
Money | sent was not received by recipient - 13,6%
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Barriers among non e-payment users

What do you consider as some of the barriers to using electronic
payment methods? (multiple-select, ranked)

Not registered

Do not know how to use it

| prefer to transact with cash

It’s expensive or costs are high

| feel insecure using it with my money

No barriers

The transaction limits are low

Perception of risk to cybercrime amongst
individuals who use the Internet

To what extent do you feel at risk from cybercrime?

70.7%
56.2% 57.6% 55.0%
48.3%
o X 30.7% X
X °° o 0, (-]
S 24.8% 3 > ) 26.4% 23.5%
i n o
. . H N .‘-| l l
Individuals Urban Rural Female Male
M Very at risk or At risk Not sure to Not at all atrisk  m Don’t know
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Individual Internet users aware of Ugandan
cyber laws

Are you aware of any Ugandan laws that govern electronic
communications and transactions?

Allindividuals 81.5%
Rural 91.5%

Urban 76.2%

ZNEIEE 15.0% 85.0%

Male [pX:L74 78.6%

EYes " No

Individual Internet users awareness and
knowledge of Ugandan cyber laws by location

If Yes, Please state any cyber laws that you are aware of (multiple-select, ranked)

T 73.5%

Can’t state any law 74.6%

e
I 17.9%

Computer Misuse Act, 2011 15.1%

S a2
P 6.4%

Electronic Transactions Act, 2011 7.3%

f.8%

B 2.8%

Electronic Signatures, Act 2011 ' 3.0%
f1.8%

o All individuals Urban ® Rural
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Individual victims of cyber dependent crime
over last 12 months
Over the last 12 months, have you been a victim of a successful...?

34.1%

Virus or other computer infection

26.9%

Receiving unsolicited messages/spam

24.2%

Online account attack

15.5%

Phishing or pharming scam

Abuse of personal information sent on the Internet and/or
other privacy violations

4.7%

8.8%

Financial loss due to fraudulent payment (credit or debit)
card use

Individual victims of cyber enabled crime over
last 12 months by gender

Over the last 12 months, have you been a victim of...?

10.9% 10.8%

J
@ X 7.6%
N S 6.1%
o0
X
<
N (-]
o
o™
Online sexual offences Online stalking Online fraud or theft Online harassment or

bullying

m All individuals Female m Male
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Where individuals report cyber crimes

Who did you report the online crimes to? (multiple-select, ranked)

The Uganda Police (or other law enforcement agency) 42.3%
My Internet Service Provider 27.9%

My Financial Services provider (e.g. bank) 24.3%

3%

Of all Internet users, had reported
any online crimes committed CERT.ug or UgCERT  0.0%
against them by anyone

Why individuals do not report cyber crimes

If you have never reported any cybercrimes, what is your main reason?
(multiple-select, ranked)

I did not know what the crime was

66.5%

I did not know who to or how to report it

53.8%

| felt it was a waste of time

40.6%

| fixed the problem myself

29.7%

Not applicable

28.4%
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What measures have you taken to improve
your online security over the last 12 months?

45.4%

Use different passwords for different websites

38.2%

Change passwords regularly

33.2%

| have taken no measures

19.5%

Use up-to-date antivirus software

Use a firewall - 5.9%

Reduced banking and shopping online . 3.0%

Usage confidence for common Internet tasks

How confident are you in using the Internet for the following?

X
3 5 .
o
., 8 345% @ 39.6%
32.1% 270 &
(] (]
xX X X
N - )
N < o0
— L I
Email to communicate with others An Internet search engine Instant messaging or accessing chat
sites
M Very confident or Confident Somewhat confident to Not confident at all m Don’tknow

3/7/2018

54



Satisfaction with various attributes of
Individual Internet service

Satisfaction in relation to various characteristics of your Internet service

70.7% 69.9% 69.8%
54.9% 57.7% >8.8%
X
) X X
% o ae N @
N N
I X g X LS B g &
0 N © ~ : 3 g 3
N - N o < o Lof 0
R — ] — .
Speed of Internet  Cost of Internet Reliability of Customer support Value for money Overall perception
service service Internet service after sales spent of Internet service
M Very satisfied or Satisfied Not sure to Very dissatisfied H Don’t know

Factors individuals consider when subscribing
for an internet connection

When subscribing to an internet connection, what is the main factor
you consider? (ranked)

35.0%

Maximum download speed

30.9%

Price of subscription

Its part of a bundle

15.6%

11.5%

Maximum amount you can download/upload

Customer service offered

Cost of equipment I 0.7%
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RECOMMENDATIONS

Recommendations 1

* Design strategies to improve the level of IT skills and
knowledge among MDA and LG staff

* Recognise that it is in competition both nationally and
globally for competent ICT staff and come up with strategies
to recruit, develop and retain staff with key ICT skills

* Develop and maintain a government-wide Strategic ICT
Workforce Plan that draws on work done by multiple MDAs
in terms of resourcing and training IT personnel

* Equip MDA and LG top leadership with knowledge on how to
harness the potential benefits of ICT within their
organisations to create more buy-in
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Recommendations 2

* Build mechanisms to identify, monitor and reward superior
performance and professionalism across government
agencies and their ICT staff

* Leverage her collective buying power in areas where true
economies of scale are achievable

* Design strategies to lower cost of end-user devices and
communication costs

* Prepare guidelines to facilitate sharing of public data through
using open standards and open data formats while balancing
need to provide timely official data and managing potential
risks that can arise from data misuse

Recommendations 3

* Extend coverage of National Backbone Infrastructure (NBI) to
all parts of Uganda with a drop-off point in each district

* Invest more in creating awareness about benefits of using e-
government services to increase citizens and business use

* Nurture a data-driven culture by developing frameworks to
enable and guide collection, use and sharing of large amounts
of data produced by various MDAs from the use of e-
government services and other digital processes

* Build general digital security awareness among individuals
using both digital and traditional media campaigns
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Thank you for listening
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